1. Data about the program of study

SYLLABUS

1.1 Institution

The Technical University of Cluj-Napoca

1.2 Faculty

Faculty of Automation and Computer Science

1.3 Department

Automation

1.4 Field of study

System’s Engineering

1.5 Cycle of study

Master

1.6 Program of study / Qualification

Cyber Physical Systems / Master

1.7 Form of education

Full time

2. Data about the subject

Operating Systems and Networks in Cyber-Physical

2.1 Subject name Systems Subject code | 9.00
2.2 Course responsible / lecturer Assoc. prof. Enyedi Szilard — Szilard.Enyedi@aut.utcluj.ro
2.3 Teachers in charge of Laboratory | Assoc. prof. Enyedi Szilard — Szilard.Enyedi@aut.utcluj.ro
2.4 Year of study 1 |2.5Semester | 2 \Zlée‘;i;yéztei:;)assessment (E-exam, C - colloguium, V - E
Formative category: DA —advanced, DS — speciality, DC — complementary DA
2.7 Subject category
Optionality: DI —imposed, DO — optional (alternative), DF — optional (free choice) DI
3. Estimated total time
3.1 Number of hours per week 3 |of which: | Course| 2 |[Seminars| O [Laboratory| 1 |[Project
3.2 Number of hours per semester 42 |of which: | Course | 28 |Seminars | 0 |Laboratory| 14 | Project
3.3 Individual study:
(a) Manual, lecture material and notes, bibliography 10
(b) Supplementary study in the library, online and in the field 20
(c) Preparation for seminars/laboratory works, homework, reports, portfolios, essays 13
(d) Tutoring 2
(e) Exams and tests
(f) Other activities: 0

3.4 Total hours of individual study (suma (3.3(a)...3.3(f))) 58
3.5 Total hours per semester (3.2+3.4) 100
3.6 Number of credit points 4

4. Pre-requisites (where appropriate)

4.1 Curriculum

Programming basics

4.2 Competence

Computer usage basics; advanced Internet usage competences

5. Requirements (where appropriate)

5.1. For the course

5.2. For the applications

Laboratory attendance is mandatory.
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6. Specific competence

6.1 Professional competences e Analyzes software specifications

o Develops software prototypes

e Uses software libraries

e Models and simulates hardware

e Operates scientific and laboratory research equipment
e  Performs data analysis

e Records test data

e  Conducts scientific research

e Communicates scientific findings

e  Writes scientific and academic papers and technical documentation
e  Manages research data

e Ensures project management

6.2 Cross competences e Show initiative

e Think analytically
e  Apply scientific, technological, and engineering knowledge
e  Workinteams

7. Expected Learning Outcomes

The student will know:
e advanced concepts, principles, and methodologies in cyber-physical systems and systems
Y engineering
3 e techniques and technologies for the analysis, design, and optimization of applications based on
% embedded systems
> e principles of operation and evaluation of operating systems, industrial networks, and related
hardware and software components
e standards, best practices, and regulations for quality, safety, security, and ethical conduct
The student will be able to:
e analyze, design, and implement software solutions for cyber-physical systems
=2 e model, simulate, and evaluate system behavior using domain-specific tools
@ e perform data analysis and interpret experimental results
e develop software prototypes and test system performance
e communicate results effectively in professional and academic contexts
é E e The student will be responsible for carrying out professional or research projects in compliance
3 % with quality, safety, and security standards.
2 e e The student will be responsible for ethical conduct and proper management of research data.
% g e The student will promote collaboration and teamwork in professional and research
g5 environments.

8. Discipline objective (as results from the key competences gained)

8.1 General objective

To develop advanced competences for the analysis, design, and implementation of
operating systems and network solutions in cyber-physical systems.

8.2 Specific objectives e applying modeling and simulation techniques to cyber-physical systems

e developing and testing software prototypes for embedded and networked systems
e analyzing system performance based on experimental data
e communicating technical and scientific results effectively

9. Contents

9.1 Lectures Hours Teaching methods Notes
Operating systems: Introduction. File systems. 2 Presentation and

Systems at cloud, fog, edge levels. 2 reading from course
Virtualization. Containerization. 2 notes and i
Package management solutions for applications. 2 references,
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Servers, embedded systems and loT platforms.

questions and

Accounts and permissions. Public and private keys.

answers face-to-face

Systems interconnection model. Solutions for addressing.

and online, case
studies.

Accessing the network. Securing the network.

Optimizing the network.

Network media.

Power delivery in the network.

Decentralized solutions.

Quantum solutions.

Using Al in CPS operating systems and networks.
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9.2 Applications - Seminars/Laboratory/Project Hours Teaching methods Notes

Installing operating systems for CPS. Servers, virtualization,
containerization. File systems.

2

Embedded operating systems. Operating systems for
microcontrollers.

Documentation
2 reading,

Permissions and access. Key based authentication.

presentation and
exemplification,

Network layers. Addresses and names. 2 individual exercises
Network media. Copper and fiber. Wired and wireless networks. 5 on the computer,
Communications in loT and CPS. problem solving
Power delivery in networks. Power economy in loT. 2 within a team.

Decentralized solutions. Quantum solutions. Al-based solutions.
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9. Bridging course contents with the expectations of the representatives of the community, professional associations

and employers in the field

The course contents are aligned with the expectations of the scientific community and industry by developing
competences in software prototyping, data analysis, modeling and simulation, research activities, and ethical
professional conduct, relevant to modern cyber-physical and industrial systems.
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10. Evaluation

Weight in th
Activity type Assessment criteria Assessment methods ?Ig 'n the
final grade
C tions fi th terial
ourse Questions from the materia Written exam (summative) 60%
presented at the course.
Seminar - - -
Laboratory Presenting practical works. Practical exam (continuous) 40%
Project - - -
Minimum standard of performance:
Grade G>=5, G=0,6*E+0,4*L, unde E= exam, L= labs.
Date of filling in: Responsible Title First name Last name Signature
01.09.2025
Course Assoc. prof. Szilard Enyedi
Applications Assoc. prof. Szilard Enyedi

Date of approval in the department of Automation

Date of approval in the Faculty of Automation and Computer

Science Council

Head of department,

Prof.dr.eng. Honoriu VALEAN

Dean,

Prof.dr.eng. Vlad MURESAN
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