1. Data about the program of study

SYLLABUS

1.1 | Institution

The Technical University of Cluj-Napoca

1.2 | Faculty

Faculty of Automation and Computer Science

1.3 | Department

Automation Department

1.4 | Field of study

Systems Engineering

1.5 | Cycle of study

Research Master’s

1.6 | Program of study/Qualification

Cyber Physical Systems

1.7 | Form of education

Full time

1.8 | Subject code

10.00

2. Data about the subject

2.1 |Subject name

Cyber-Physical Systems' Security

2.2 [Course responsible/lecturer

Assoc. prof. Stan Ovidiu — Ovidiu.Stan@aut.utcluj.ro

2.3 [Teachers in charge of seminars

Assoc. prof. Stan Ovidiu — Ovidiu.Stan@aut.utcluj.ro

4,

Pre-requisites (where appropriate)

2.4 Year of study 1 |2.5 Semester| 2 |2.6 Assessment E
2.7 Subject Formative category DA
category Optionality DI
3. Estimated total time
3.1 Number of hours per week 3 |of which 3:2 2 3'.3 0 3.3 1 3'.3 0
Course Seminar Laboratory Project
3.4 Total hours in the curriculum| 42 |of which 35 28 3'.6 0 3.6 14 3'.6 0
Course Seminar Laboratory Project
3.7 Individual study:
(a) Manual, lecture material and notes, bibliography 20
(b) Supplementary study in the library, online and in the field 20
(c) Preparation for seminars/laboratory works, homework, reports, portfolios, essays 13
(d) Tutoring 2
(e) Exams and tests 3
(f) Other activities 0
3.8 Total hours of individual study (sum (3.7(a)...3.7(f))) 58
3.9 Total hours per semester (3.4+3.8) 100
3.10 Number of credit points 4

4.1 | Curriculum

- Mathematical Algebra, Special Mathematics, Probability
- Programming in a high-level object language

4.2 | Competence

Computer usage basics.

5.

Requirements (where appropriate)

5.1 | For the course

- Classroom with, video projector, blackboard,
- Internet connection

5.2 | For the applications

Laboratory attendance is mandatory.




6. Specific competences
Cc3
Innovative design of complex control systems, industrial networks and related hardware and
software components, using domain-specific tools.
= 9| c31
.5 % Identification and description of advanced techniques, methods, methodologies and technologies
§ *g for the analysis, design and implementation of computer applications based on programmable
"é €| equipment and embedded systems.
o 8l c3.2
The use of concepts, principles, techniques, methodologies and advanced technologies of analysis,
design and implementation of computer applications based on programmable equipment and
embedded systems.
CT1
" Demonstrating knowledge of the economic, ethical, legal and social context of exercising the
§ profession for identifying tasks, planning activities and opting for responsible decisions,
% culminating in the conception, drafting and presentation of a scientific paper.
g— CT2
S Clear and concise description of the activity flow, tasks and results in the domain, obtained either
§ by assuming the role of leader / project head or as a member of a research team, thanks to: the
S ability to synthesize information in the field, global overall vision, communication skills with
collaborators, the ability to define activities by stages.
7. Discipline objectives (as results from the key competences gained)

7.1

- Identify and master the main modern techniques in security in
the current technological context of the CPS and Internet of
Things

- This course aims to introduce students to the concept of CPS &
loT and its impact on our daily lives, make them understand the
architecture and components of CPS & loT and address the
challenges and solutions of implementing.

General objective - Students will learn how to link and exchange communication

costs and computing power, as well as hardware and software. In
addition, digital security is a critical design issue for CPS systems.
From this course, students will become aware of the issues of
cyber-security issues raised by loT and will gain knowledge about
related security techniques. Students will also gain hands-on
experiences about building loT devices and implementing
security techniques through team projects.

7.2

- Use of specific algorithms/methods to secure data through
encryption
- Identification of vulnerabilities

Specific objectives - Security assessment of smart devices

- Understanding the impact of CPS & loT technologies
- Knowledge of emerging CPS & loT technologies
- Developing critical thinking skills




8. Contents

Number [Teaching
8.1. Lecture (syllabus) Notes
of hours |methods
01. Course Logistics. Security Basics 2
02. loT and CPS System Architecture: Their Differences, 5
Understanding Their Threat Models
03. Program Analysis for loT/CPS (Dynamic, Static Analysis, 5
Symbolic Execution)
04. Building Blocks of Binary Analysis (Program Slicing,
Taint Tracking, Summarization, Binary Rewriting, 5
Symbolic Execution), Binary Hardening, Information
Leaks, and Side-channels.
05. Side Channel Attacks; Definition, Attack Types, Threat
2 Presentation and
Model )
06. Formal Analysis and Verification (Model Checking and 5 reading from g
Falsification with LTL/MTL) course notes an
- - : references,
07. Defense Strategies, Static and Dynamic Enforcers 2 ]
- - - — - questions and
08. Machine Learning for Perception and Decision Making
) - answers face-to-
(Autonomous Vehicle Controller Pipeline, Sensor 2 .
) ) face and online,
Fusion, Kalman Filter) .
_ case studies.
09. Models of Autonomous Systems, Data-driven
Verification, Verification of Models with Black-box 2
Components
10. Voice-assistant Systems, Their Architectures,
Integrated Algorithms (Voice Recognition, Intent 2
Extraction, Conflict Resolution)
11. Security Protocols and Their Verification, part 1 2
12. Security Protocols and Their Verification, part 2 2
13. Trusted and Confidential Computing (TCC), part 1 2
14. Trusted and Confidential Computing (TCC), part 2 2
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Numbe
8.2. Seminars /Laboratory/Project r of Teaching methods|Notes
hours

01. Crypto and Crypto Protocols
e Hashes and Message Authentication 5
e Asymmetric & Symmetric Cryptography Documentation
e Key Management reading,

02. Crypto and Crypto Protocols presentation
e User Authentication 2 and
e Authentication Protocols exemplification,

03. Network Security individual
e Networking Background and TCP Attacks exercises on the
e Transport Layer Security computer,
e Routing Security 2 problem solving
e DNS Security within a team.
e Firewalls and Tunnels
e Intrusion Detection Systems
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04. Topic: Systems Security

e Software Vulnerabilities
e Access Control
e Operating System Security

05. Topic: Systems Security

e Web Security
e Mobile Security
e |oT Security

06. Machine Learning for Security Applications

e Attacks on the Machine Learning Pipeline:
Poisoning attacks, model theft attacks, adversarial
examples, recovery of sensitive training data, and
physical-world attacks

e Threat Models: White Box, Black Box, and Grey
Box 2

e  Transferability

e Types of Defenses: Pre-processing, and robust
optimization

e Introduction to Privacy in Machine Learning:
Membership inference and model inversion
attacks

07. Security of Machine Learning Systems 2
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Bridging course contents with the expectations of the representatives of the community, professional
associations and employers in the field

The course is essential in cyber-physical systems and familiarizes students with the basic security
problems and solutions. The material is continuously adapted to the requirements of potential employers
and to the feedback of already employed graduates.

10. Evaluation

10.3 Weight in the

/Laboratory/Project

Activity type 10.1 Assessment criteria 10.2 Assessment methods .
final grade

Method of analysis,

10.4 Course synthesis and integration Exam 50%
of theoretical information

) Method of analysis,

10.5 Seminars . . . )

synthesis and integration | Project 30%

of theoretical information

Problem solving . )
. Presentation of solutions,
corresponding to . 5%
. answers to questions
laboratory meetings

1. Organization - adherence to
IEEE format and structure;

R concordance and flow of work
Scientific paper 15%
2. Content - relevance and

comprehensive coverage of

subject matter; application of
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concepts presented in the
course; reflection of critical
thinking skills

3. Inclusion of a minimum of 10
references

10.6 Minimum standard of performance

- Attend laboratory meetings and complete all assignments

- Concurrent conditions for passing the exam

- Minimum of 5 points from the exam

- Minimum 5 points from project + scientific paper
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